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Statement 
St Vincent de Paul Society NSW (“the Society”) is strongly committed to upholding 
and protecting the privacy and confidentiality rights of individuals. The Society is a 
complying party to the Privacy Act 1988 (“the Act”) and the Australian Privacy 
Principles (“the APPs”) contained in Schedule 1 of the Act1. For the purposes of 
carrying out its mission and deliver services that meet the needs of the people, the 
Society sometimes collects, stores, uses and discloses information relating to 
individuals.  
 
This data breach response plan (“the Plan”) outlines the Society’s practice to respond 
to data breaches to continuously protect information held by the Society and meet all 
of its obligations required under relevant acts governing privacy and data security. 

Scope 
All Society staff, members, volunteers and external personnel engaged by the 
Society (such as, but not limited to, contractors or consultants) must be familiar with 
and adopt the procedures outlined under this Plan.  
 
This procedure is established in accordance with the Society’s Information Security 
Policy Section 8.2 Incident Management Procedures. 

Purpose 
The purposes of this Plan is to: 

 establish clear procedures to follow in the event of a data breach (or 
suspected data breach) to expeditiously contain, assess and respond to 
breaches and minimise potential harm and limit the damaged caused to 
individuals and the Society; 

 establish a clear line of responsible authority specifying their roles and 
responsibilities; 

 create awareness within Society to potential data breaches and be vigilant in 
practising data security; and 

 set out contact details of appropriate staff in the event of a data breach (or 
suspected) and clarifies the roles and responsibilities of workers. 

Definitions 
 

Concept Meaning 
Data breach Unauthorised access, modification, disclosure, loss 

or other misuse or interference to personal 
information held or in control by the Society. 
 
 

                                            
1 For more information about the APPs, please refer to the Office of the Australian Information 
Commissioner’s (OAIC) website: www.oaic.gov.au.  
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Eligible data breach Under section 26WE(2) of the Privacy Amendment 
Act 2017, an eligible data breach is when: 

a) there is unauthorised access to or 
unauthorised disclosure of personal 
information, or a loss of personal information 
that an entity holds; and 

b) this is likely to result in serious harm to one 
or more individuals; and 

c) the entity has been unable to prevent the 
likely risk of serious harm with remedial 
action 

External personnel All personnel engaged by the Society (such as, but 
not limited to, a vendor, contractor, consultant, etc.) 
to assist with carrying out the functions and 
activities of the Society. 

Executive Director A member of the Executive Leadership Team  
Executive Officer A person responsible for a Council 
Individual This could be people we assist (PWA), their carers, 

or family, donors, or any other individual that has 
contact with the Society relating to its activities (e.g. 
to access Society services, etc.)  

Manager Society member, volunteer or employee responsible 
for the supervision of a particular member, volunteer 
or employee. 

Personal 
information 

Information or an opinion about an identified 
individual, or an individual who is reasonably 
identifiable:  
a) Whether the information or opinion is true or not; 

and 
b) Whether the information or opinion is recorded in 

a material form or not.7 
Worker All staff, members, and volunteers of the Society. 

Data Breaches 
Despite best efforts of the Society to protect and safeguard information relating to 
individuals, data breaches may occur. This may be, but not limited to: 

 unauthorised access (by workers, external personnel or external third parties 
such as hackers) – e.g. Former employee gaining access because their 
security privileges were not revoked or external contractor who does not have 
authorisation gaining access because the ID and password details of workers 
are saved; 

 unauthorised disclosure (whether intentional or unintentional through human 
error – e.g. A worker accidentally sending personal information of all people 
we assist of a particular service to the wrong email address);  

 loss or theft (e.g. hardcopies of documents, electronic devices and storage 
devices being misplaced or stolen); or 

 incorrect storage or destruction of records or data (including credit card 
details).  
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In such cases, the following prescribed actions should be taken to minimise and 
prevent further distress and damage arising from data breaches. 

Notification of Data Breaches 

In all cases, all suspected and confirmed data breaches must be immediately 
reported to either the Technology Service Desk, the Information Security Officer or 
the CIO.  The CIO will then immediately notify the Executive Director, Fundraising 
and Communications. 

 

Eligible Data Breaches 
Under the Notifiable Data Breaches (NDB) Scheme that came into effect on February 
22, 2018, the Society must notify the Office of the Australian Information 
Commissioner (OAIC) and the people we assist, regarding ‘eligible data breaches’ 
that occurred on and after February 22, 2018.  
 
An ‘eligible data breach’ occurs when the following three conditions are met: 

a) there is unauthorised access to or unauthorised disclosure of personal 
information, or loss of personal information; and 

b) this is likely to result in serious harm to one or more individuals; and 
c) efforts to contain the harm with remedial action have been unsuccessful. 

The relevant Executive Director must first identify whether this falls under an ‘eligible 
data breach’ – that is, whether this breach is likely to result in serious harm and 
efforts to contain the breach and mitigate harm have been unsuccessful. If efforts to 
remedy are successful – i.e. there is no longer a serious harm to individuals, the 
Society is not obligated to notify the OAIC or the persons affected about the breach.  
 

 

Suspected Breaches 
If there is suspicion that an eligible data breach has occurred (but no reasonable 
grounds to believe it has), the Executive Director responsible must ensure an 
assessment is conducted within 30 days after the day it became aware to determine 
whether the breach has occurred. If, during the investigation it is revealed that the 30 
day timeframe is not feasible (e.g. given the complexity or sheer scale of the 
investigation) an extension can be applied to the OAIC. If the breach has occurred, 
OAIC and the people we assist must be notified. 
 

NOTE: Breaches that have occurred prior to this date and have not led to 
subsequent or ongoing breaches on or after February 22, 2018, do not fall under 
the NDB Scheme. E.g. Routine IT assessment on February 22, 2018 showed a 
hacker gained access to the internal data system and stole encrypted files 
containing personal information of the people we assist on February 15, 2018. 
Vigorous security assessments and measures taken by IT (conducting a thorough 
sweep of the internet and the dark web, changing the access password and 
implementing an additional verification step, etc.) reveal the hacker was unable to 
gain access to the data and data was not compromised. In this case, as the breach 
occurred prior to February 22, 2018 and no subsequent breaches occurred 
thereafter, the NDB scheme does not apply. 
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See Appendix 5 for examples of data breaches and risks associated 

Notification of Eligible Data Breaches 
If, however, an ‘eligible data breach’ has occurred and efforts to mitigate the harm 
have been unsuccessful, the Society must notify the OAIC and the affected people 
as soon as practicable, with a prepared a statement that includes: 

 the identity and contact details of the Society; 
 a description of the eligible data breach; 
 kind/kinds of information concerned (e.g. health records, personal information, 

credit card details, sensitive information, etc.); and 
 recommended steps individuals can take relating to the breach. 

 
For notifying the OAIC, an online form is available to complete.  
 
For notifying individuals, the Society has three options: 

a) notify all individuals; or 
b) notifying only the people affected by the breach; or 
c) publishing the statement and making sure this is widely available where a) and 

b) are not feasible (e.g. where those affected are no longer receiving Society 
services and the contact details are not reliable). 

Breaches Involving Others 
If the breach concerns more than one entity (i.e. the breach of personal information 
held by Society is also held by another entity (ies)), only one of the entities is 
required to notify and prepare a statement. The entities can decide which entity will 
be responsible for notifying. The OAIC recommends the entity which directly holds 
the affected information to notify. 

Additional Obligation to Notify 
Aside from notifying individuals and the OAIC where an eligible data breach has 
occurred, the Society may be required to report to other enforcement agencies 
depending on the breach (e.g. where information relating to a female service user or 
a child fleeing from domestic violence or abuse was compromised and widely 
distributed, the Office of the Children’s Guardian and police should be contacted). In 
these situations, where possible, the Society will keep individuals concerned 
informed about the situation. The Data Breach Response Team will decide whether 
the eligible data breach requires alerting enforcement agencies. Such notification will 
be managed by the Communications member of the Data Breach Response Team. 

Involvement of Others (partnerships, outsourcing, etc.) 
The Society may be contracted, engage in partnerships or contract other parties to 
deliver its service. In these situations, the Society will ensure that it always meets the 
specified obligations required under law to protect the information it holds or has 
obtained. In situations where the Society is contracting other parties (outsourcing), 
the Society will ensure external personnel comply with Society standards of data 
protection in the agreement. 
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Engagement of External Experts 
Dependent on the data breach the Society may engage an external Technology, 
Security, Legal etc. consultants to assist with its data security management (in 
particular, where the nature of the breach is extremely serious and the estimated 
damage is far-reaching). 
 
An arrangement has been established with TBD for immediate engagement for 
forensic and communications support.  

Notification and Escalation Process Overview 
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DATA BREACH OCCURS OR IS SUSPECTED
•Data breach is discovered or suspected to have occured

WORKER: WHAT NEXT?
•Immediately notify the Technology Service Desk or CIO of the suspected data breach
•Notify the relevant manager or Executive Officer.

MANAGER OR EXECUTIVE OFFICER: WHAT NEXT?
•Record then advise relevant Executive Director of the time and date the suspected breach was 

discovered, the type of Confidential Information involved, the cause and extent of the breach, and 
the context of the affected information and the breach.

EXECUTIVE DIRECTOR: WHAT NEXT?
•Determine whether an "eligible data breach" has or may have occurred.
•If breach is found to have occurred, immediately escalate to Data Breach Response Team. 

DATA BREACH RESPONSE TEAM COORDINATOR (CIO)

Primary Contact: Warren Havemann

•Coordinator convenes response team – Chief Information Officer
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Data Breach Response Team  
There is no single procedure for effectively responding to a data breach. Data 
breaches must be dealt with on a case-by-case basis, by first undertaking an 
assessment of the risks involved and deciding on the appropriate course of action 
following the results of the assessment. A checklist is provided to support the 
process in place of a procedure. 
 
There are four key steps to consider when responding to a breach or suspected 
breach. 
 

 STEP 1: Contain the breach and conduct a preliminary assessment 
 STEP 2: Evaluate the risks associated with the breach 
 STEP 3: Notify necessary person(s) concerned and OAIC 
 STEP 4: Prevent and protect against future breaches 

 
The response team should ideally undertake steps 1, 2 and 3 either simultaneously 
or in quick succession. 
 
The response team should refer to the OAIC’s “Data Data breach preparation and 
response - A guide to managing data breaches in accordance with the Privacy Act 
1988 (Cth)” which provides further information on each step. 
Depending on the breach (nature, severity, scale, etc.), not all steps may be 
necessary, or some steps may be able to be combined. In some cases, it may be 
appropriate to take additional steps that are specific to the nature of the breach. 
 
In reviewing the Society’s processes and procedures to minimise the risk of future 
breaches (Step 4), the response team should also refer to the OAIC’s “Guide to 
securing personal information”. This guide presents a set of non-exhaustive steps 
and strategies that can be taken in order to effectively secure personal information, 
and considers actions that may be appropriate to help prevent further breaches from 
occurring following an investigation.  

Recordkeeping 
When a data breach has occurred or suspected of having occurred all steps taken as 
well as evidence must be recorded and stored in a Data Management risk register 
coordinated by the Finance and Legal Coordinator. The response team must record 
and store information on data breach incidents in a location established by the 
Response Team Coordinator, including information required for insurance claims, 
legal proceedings and law enforcement. 

Evaluation 
Once the breach is successfully managed and the details appropriately recorded, an 
evaluation will be conducted in a timely manner to assess the effectiveness of the 
response and whether the plan in place is sufficient or can be improved. The results 
of the evaluation will be made available where deemed necessary and useful for all 
of Society to practice data security.   
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Data Breach Response Plan Checklist 
This checklist is intended to guide the Data Breach Response Team in the event of a 
data breach, and alert the response team to a range of considerations when 
responding to a data breach. 
 

 

 

 

 Action Resp 
 Convene a meeting of the data breach response team. CIO 
 Immediately contain breach: 

 Technology Services to implement the Technology 

Services Incident Response or Disaster Recovery Plan 

as necessary. 

 Building security to be alerted if necessary. 

CIO 

 Inform the Executive and implement BCP as necessary CEO 
 Ensure evidence is preserved that may be valuable in determining 

the cause of the breach, or allowing the Society to take appropriate 
corrective action. 

All 

 Consider adapting a pre-developed communications or media 
strategy, or developing new ones to manage public expectations 
and media interest. 

Comms 

 Consider implementing internal communications plan Comms 

 Conduct initial investigation, and collect information about the 
breach promptly, including: 

 the date, time, duration, and location of the breach 

 the type of personal information involved in the breach 

 how the breach was discovered and by whom 

 the cause and extent of the breach 

 a list of the affected individuals, or possible affected 

individuals 

 the risk of serious harm to the affected individuals 

 the risk of other harms 

CIO 

 Determine whether the context of the information is important All 
 Establish the cause and extent of the breach CIO 
 Assess priorities and risks based on what is known. CEO 
 Keep appropriate records of the suspected breach and actions of 

the response team, including the steps taken to rectify the situation 
and the decisions made. 

Fin & 
Legal 

 Determine who needs to be made aware of the breach (internally, 
and potentially externally) at this preliminary stage. 

Fin & 
Legal 

 If the breach is notifiable, inform the Australian Privacy 
Commissioner; provide updates on key developments 

CEO 

 Determine whether to notify affected individuals – is there a real 
risk of serious harm to the affected individuals? In some cases, it 
may be appropriate to notify the affected individuals immediately; 
e.g., where there is a high level of risk of serious harm to affected 
individuals. 

Fin & 
Legal 

 Consider whether others should be notified, including police/law 
enforcement, or other agencies or organisations affected by the 
breach, or where the OAIC is contractually required or required 
under the terms of an MOU or similar obligation to notify specific 
parties. 

Fin & 
Legal 

 Fully investigate the cause of the breach. CIO 
 Report to OAIC Executive on outcomes and recommendations: 

 Update security and response plan if necessary. 

 Make appropriate changes to policies and procedures if 

necessary. 

 Revise staff training practices if necessary. 

 Consider the option of an audit to ensure necessary 

outcomes are effected 

CEO 

 Make insurance claims as appropriate Fin 

STEP 1
Contain the breach and 
conduct a preliminary

assessment

STEP 2
Evaluate the risks for 

individuals associated with
the breach

STEP 3
Consider breach

notification

STEP 4
Review the incident and 
take action to prevent

future breachess
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Review 
This plan will generally be reviewed annually but can be reviewed earlier if 
circumstances require the review date to be brought forward For example, when a 
new system or program is implemented that may impact the way the Society 
manages its data or whenever there is a known or suspected data breach (whichever 
occurs first) to ensure the integrity and the relevance of the plan and to keep up with 
legal requirements.  

Further Advice or Assistance 
 For further information or advice, please contact the TBD, The Information Security 
Officer on TBD. 

References 
 Office of Charities, Department of Gaming and Racing, December 2002 Best 

Practice Guidelines for Charitable Organisations 4th Edition,  
 Office of the Australian Information Commissioner (OAIC) (February 2018) 

Data breach preparation and response: A guide to managing data breaches in 
accordance with the Privacy ACT 1988 (Cth). 

OAIC A guide to 
managing data breaches .pdf 

 Office of the Australian Information Commissioner (OAIC). (January 2015) 
Guide to securing personal information - ‘Reasonable steps’ to protect 
personal information. 
 

OAIC Guide to 
securing personal information .pdf 

Related Policies and Legislation 
Society policies relating to this policy include: 
 

 Client Access and Eligibility Policy 
 Client Assessment and Case Planning Policy 
 Client-Centred Service Delivery Policy  
 Client Charter Policy  
 Client Referral Policy  
 Client Review Policy  
 Client Transition and Exit Policy  
 Code of Conduct for Members, Volunteers and Employees 
 Complaints Handling Policy and Procedure (Various Areas) 
 Computer Password Policy (Various Areas)  
 Critical Incident Policy and Procedure  
 Cultural Safety and Diversity Policy 
 Media Policy and Procedures 
 Partnerships Strategy Policy 
 People We Assist Incident Management Policy and Procedure 
 Personal Information Requests Policy  
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 Privacy Policy  
 Risk Management Framework (Various Areas) 
 Risk Management Policy 
 Quality Management Policy 
 Records Retention Policy  
 Restricted Practices Policy 
 Safeguarding Children and Young People Policy and Procedures 
 Trauma Informed Care Policy 
 The Ethos 
 Work Health and Safety Policy Statement  
 Workplace Concerns (Employee) Policy 
 Workplace Manual 

 
Legislation relating to this policy includes: 
 

 Aged Care Act 1997 (Cth) 
 Anti-Discrimination Act 1977 (NSW) 
 Archives Act 1983 (Cth) 
 Australian Charities and Not-for-profits Commission Act 2012 (Cth) 
 Australian Charities and Not-for-profits Commission Regulation 2013 (Cth) 
 Charitable Fundraising Act 1991 (NSW) 
 Charitable Fundraising Regulation 2015 (NSW) 
 Child Protection (Working with Children) Act 2012 (NSW) 
 Children and Young Persons (Care and Protection) Act 1998 (NSW) 
 Community Services (Complaints, Reviews and Monitoring) Act 1993 (NSW) 
 Community Welfare Act 1987 (NSW)  
 Coroners Act 2009 (NSW) 
 Crimes Act 1900 (NSW) 
 Crimes (Domestic and Personal Violence) Act 2007 (NSW) 
 Disability Discrimination Act 1992 (Cth) 
 Disability Inclusion Act 2014 (NSW) 
 Guardianship Act 1987 (NSW) 
 Health Care Complaints Act 1993 (NSW) 
 Health Records and Information Privacy Act 2002 (NSW) 
 Law Enforcement (Powers and Responsibilities) Act 2002 (NSW) 
 Ombudsman Act 1974 (NSW) 
 Privacy Act 1988 (Cth) 
 Privacy and Personal Information Act 1998 (NSW) 
 Racial Discrimination Act 1975 (Cth) 
 Sex Discrimination Act 1984 (Cth) 
 Spam Act 2003 (Cth) 
 Supported Accommodation Assistance Act 1994 (Cth) 
 State Records Act 1998 (NSW) 
 Work, Health and Safety Act 2011 (NSW) 
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Appendix 1. Notifiable Data Breaches Scheme Flow Chart 
 

 
Reference: Office of the Australian Information Commissioner (OAIC). (February 2018). Data breach 
preparation and response: A guide to managing data breaches in accordance with the Privacy ACT 
1988 (Cth)  



 

Data Breach Response Plan, v.0.5, April 2018 Page 13 
 

Appendix 2. Determining an Eligible Data Breach 
 

 
  

Unauthorised 
access of personal 

information 

 
Data breach occurred 

through one of the 
following means 

Is it likely to result 
in serious harm to 
affected persons? 

Unauthorised 
disclosure of 

personal 
information 

Loss or theft of 
personal 

information 

Have efforts to 
contain harm been 

unsuccessful? 

Refer to Data 
Breach Response 
team to decide on 

next steps  

This is an eligible 
data breach and 

requires 
notification of 

individuals and the 
OAIC 
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Appendix 3. Process for a Suspected Data Breach 
 

 
 
 
 
 
  
  

Record incident in 
register  

If it is not an eligible data 
breach, Data Breach 

Response Team 
conducts appropriate 
post-assessment to 

ensure data system is 
secure.  

Data Breach Response Team 
assesses within 30 days of having 

suspicion whether there is an eligible 
data breach.  

(See process for determining eligible 
data breach) 

 
A data breach is suspected (i.e. no conclusive 

evidence to confirm it has occurred) 

If it is an eligible data 
breach, refer to Data 

Breach Response Team 
to decide on next steps 

After all steps are taken 
record incident in register  

No Yes 
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Appendix 4. Process of Notification 

 
 

  

Notify all 
individuals (not 

just those 
concerned) 

Eligible data breach has 
occurred and Society is 
required to notify. Three 

options available 

Notify individuals 
concerned 

Notify publically 
using relevant 

resources 
(website, 

newspaper, etc.)  

Notification must contain a statement that includes: 
- Identity and contact details of the Society; 
- Description of the eligible data breach; 
- Kind/kinds of information concerned (e.g. health records, 

sensitive information, etc.); and 
- Recommended steps individuals can take relating to the 

breach. 
 
NOTE: The OAIC must also be notified with a statement 
containing the same information. For a copy of the OAIC 
see here  
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Appendix 5. Types of Data Breaches and Risks Associated 

The following describes different hypothetical scenarios of data breach occurrences 
and associated risks. 

Ransomware attack 
Risk level: Moderate – Likely – Low Impact 
 
The Society falls victim to a ransom-ware attack affecting all files stored on the 
common file shares. Over 80% of the file data has been encrypted, and a ransom 
note is found requesting 50 bitcoins (~$55 000) to decrypt the files. 
 
During the investigation, Technology Services discover that the initial infection was 
caused by a trojan received via an email attachment to an accounts payable mailbox. 
Due to the nature of their work, the staff member that opened the attachment had 
elevated access to business-sensitive data. 
 
Technology Services would immediately restore all files from off-site tape backup 
systems and rebuild the infected infrastructure to prevent any further spreading of 
infection. The entire process would take approximately four full business days. 
 
The level of impact is moderate and depends on the time the breach occurred 
(Appeals/Campaign time) and the type of data encrypted. This breach would not 
require notification. 
 
Third Party Data Breach  
Risk level: High – Likely – High 
 
A reputable security consultant contacts the Society and reports that they are aware 
of a successful data breach affecting the Society. The leaked data includes 
personally identifiable information specific to donors, and is being auctioned on the 
dark web. 
 
An investigation is immediately carried out and concludes that the internal business 
systems were not infiltrated directly. It cites evidence that a third party website 
development company was responsible for the leak. 
 
It is discovered that the compromised data had been previously used for an events 
website set up by a council, and had been held by the third-party on insecure, 
development systems. It is then determined that these systems were exploited by 
hackers. 
 
The names, addresses and email addresses of over 30,000 donors and supporters of 
the Society have been compromised. 
 
The impact depends on the type of information leaked – any information relating to 
children and other vulnerable people could have a major negative impact to the 
Society. In this situation, an appropriate response plan and communications would 
be devised dependant on the type of data leaked. In this particular case, notification 
would be required.  
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A Spoofed Website 
Risk level: Moderate – Possible – High 
 
The Society begins receiving complaints from supporters citing issues with over-
withdrawals against their credit cards. The donor and accounts teams investigate the 
claims and are unable to find any record of payments matching the descriptions 
provided by supporters.  
 
The issue is referred to the Technology Services for further review. Incensed 
supporters also take to social media platforms (Twitter, Facebook etc.) to voice their 
concern. At least one news agency has contacted the Society for comment. 
 
During the investigation, Technology Services discovers an un-authorised website 
claiming to be operated by The Society has been setup using the domain name 
www.vimies.org.au. The website is a carbon-copy of the  Society website, but has 
modified contact details (email and phone) and a different form for donation 
payments. Unauthorised Google Ad campaigns have also been leveraged to drive 
traffic to the fake website. 
 
It’s later found that the fraud had been carried out by an overseas call center. The 
team behind the operation had been leveraging contact details leaked by the  Society 
data breach above to specifically target supporters and collect their credit card 
information. Members of the general public had also received cold-calls and spam 
email from the same agency requesting donations. 
 
A communication plan has been prepared for this scenario that includes news and 
social media and should be adapted for this situation. 
 
Denial of Service 
Risk level: Moderate – Likely – Moderate  
 
The Society experiences a targeted distributed denial-of-service (DDoS) attack 
against its website during Winter Appeal. The attack is caused by a series of internet-
connected devices sending a ‘flood’ of network traffic, which forces the website to 
stop responding. 
 
Technology Services commence work to prevent the attacks, which is eventually 
mitigated. Due to the complexity and scale of the attack, the incident lasts for several 
days. 
 
Similar to scenario 1, this breach affects the accessibility of our systems and 
depends on the time of the occurrence.  
 
Network Breach 
Risk level: High – Likely – High  
 
Through reports in the media, the Society is made aware of confidential information 
pertaining to PWAs is being uploaded to a popular file-sharing website. The 
information is provided with no restrictions, and can be downloaded by anyone with 
internet access. 
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The website is immediately contacted, and the confidential information taken down 
within 24 hours. The data contained names, addresses and ages of over 10,000 
PWAs. 
 
The follow-up investigation reveals that the network at the Lismore Council network 
was not protected by firewall and after a malware infection on a laptop, was easily 
infiltrated. This lead to the infiltration of SSO networks (to which Lismore is 
connected) and finally through to the Sydney Arch GKO installation. It is also 
discovered that the GKO installation had not been patched in the past six months, 
leading to vulnerabilities that had been exploited.  
 
A file containing abusive messages is discovered amongst the leaked data 
demanding the Society immediately fix its systems or face consequences. This 
indicates the breach was perpetrated by privacy hacktivists. 
 
This would require notification. 


